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Privacy Statement: Deployment of Learning Analytics
for the purposes of:

A digital student dashboard and database for academic (writing) skills.

Learning Analytics (hereafter LA) is "the measurement, collection, analysis
and reporting of data from students and their environment to understand
and optimize education and the environment in which education occurs."
In other words, LA is about analyzing student data and using the resulting
insights to improve education. For example, LA can be used to provide
better guidance to students or to improve teaching materials.

This privacy statement is intended to inform you about the processing of
personal data for this specific LA project: The F-ACT dashboard

Project Background

Academic skills (such as literature searching, synthesizing and reporting,
analyzing) are core skills within any academic program. In recent years,
we have heard from students that they need additional support with
academic writing. In addition, we find that students' needs vary greatly;
not everyone finds the same skills difficult.

What is the purpose of the project?

This project aims to address individual differences among students and
their support needs. A feedback portfolio and an overview of useful
resources will be used for this purpose. The feedback portfolio consists of
an overview of scores for the different academic skills, based on feedback
from peers, the teacher, and self-assessments on the different
assignments. The provided resources can be used to improve the various
academic skills.

The feedback portfolio and resources were combined in a student
dashboard developed by Utrecht University (hereafter UU) specifically for
this project. This dashboard is called the F-ACT dashboard. The F-ACT
dashboard collects all your received assessments and feedback so that you
can see your progress in relation to your partial skills. This way, you will
know which sub-skills you have already mastered and which sub-skills
need further improvement. In addition, the F-ACT dashboard provides
suggestions for resources you can consult for each sub-skill. The scores
and textual (peer) feedback are shared only with you in the F-ACT
dashboard. Other students or teachers do not have access to this data. For
the technical realization of the F-ACT dashboard, only the LA team's data
engineer has access to the data.
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What personal data are processed?

Student names, student numbers, student email addresses, logins,
positions (teacher or student), scores received and textual (peer) feedback
are processed. You receive the scores and feedback via FeedbackFruits
from your teacher or fellow student. This data is then processed in the F-
ACT dashboard.

Additionally, a student can fill in a questionnaire about the usability of the
dashboard. A link to this questionnaire is embedded in the dashboard. The
questionnaire can be filled in voluntarily and anonymously.

What is the legal basis?

The legal basis for the processing of personal data in this project is the
fulfillment of the task of public interest of UU. UU has a public task in the
field of providing academic education and research, in particular to provide
appropriate study support. The personal data in FeedbackFruits and Osiris
are processed in the context of regular education. In this project, these
existing personal data are further processed by the LA team to visualize
each student's feedback portfolio in the F-ACT dashboard.

How will the personal data be processed?

The data is processed in a Microsoft Azure cloud environment on servers
within Europe, as required by the UU wide policy. The data is encrypted at
all times; this means that the data is stored without a name, but it is still
possible to link the data with an ID number at a later time. Personal data
is stored separately from ID numbers.

Textual feedback needs to be categorized per academic writing skill before
it can be visualized in the dashboard. For this process, the textual feedback
will be exported from FeedbackFruits, pseudonymized and manually
categorized by teachers and specially trained master students. These
master students do not have access to identifying information, only the
pseudonymized textual feedback.

An active student can log in to the F-ACT dashboard via Blackboard with
their email address and will be able to see weighted scores and
pseudonymized, categorized textual (peer) feedback. Other students
cannot see this and teachers do not have access to the dashboard.
Aggregated login numbers (e.g. we see that 500 students logged into the
dashboard, but we do not know who they are) and anonymous answers to
the usability questionnaire will be used to assess the usability of the
dashboard.

Who is responsible for these processing activities?
UU is responsible for the processing of this personal data.
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How will personal data be secured?

UU has taken appropriate security measures, such as encryption and
pseudonymization, to protect personal data from unauthorized access or
use. We report any (attempted) misuse. UU also takes organizational
measures to protect personal data from unauthorized access.

To protect the personal data optimally, only the following authorized
employee has access to this data:

LA team's data engineer.

Will personal data be shared with third parties?

The F-ACT dashboard is built with Microsoft components (see ‘How will the
personal data be processed’ and Microsoft is processing the data on behalf
of the UU. UU-wide agreements have been made with Microsoft that all
data will be stored and processed within the European Economic Area
(EEA). The data in this project will not be shared with other parties or
stored elsewhere.

How long will personal data be retained?

Once you are no longer participating in the program, you will no longer
have access to the F-ACT dashboard and your data will be deleted. The
scores and textual feedback you have provided to other students will
remain anonymously visible in the dashboard for students still participating
in the program. These are deleted once that student is no longer
participating in the program, unless the student has given permission to
participate in scientific research linked to the F-ACT dashboard. You will be
informed about the scientific research and related retention periods in a
separate information letter.

What are my rights under the General Data Protection
Regulation (GDPR)?

The UU privacy statement provides a complete overview of your rights
under the GDPR.

You can submit your GDPR request using this form. Please mention in the
‘Additional information’ field that the GDPR-request is about the Learning
Analytics F-ACT Dashboard.

Where can I find more information?

Do you have any questions about the project after reading this privacy
statement? If so, please feel free to contact the Learning Analytics team.
To do so, please send a message to learninganalyics@uu.nl.
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UU has appointed a Data Protection Officer (DPQO). This is an internal
advisor and supervisor who may also be of interest to you, namely if you
would like information or advice about UU's processing of personal data or
if you would like to file a complaint about it. You can contact the DPO at

fg@uu.nl.

Contact details Utrecht University
Heidelberglaan 8

3584 CS Utrecht

Tel. (030) 253 35 50

When was this privacy statement last amended?

This privacy statement was last amended on 12 September 2024. The UU
may, where necessary, make changes to this privacy statement. You will
be informed of any changes.
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