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Universities’ control over their own digital systems
has declined sharply in recent years. Large tech
companies determine today’s digital infrastructure.
We have been concerned about this development
for many years and have repeatedly stated that this
dependency must be reduced. The rapidly changing
geopolitical situation since 2025 has deepened
existing dependencies on Big Tech companies,
making the vulnerability of institutions all the more
evident.

In May 2025, we wrote a letter to the Executive
Board of Utrecht University, signed by nearly

500 colleagues and students, calling for the
strengthening of the university’'s digital autonomy.
The Board acknowledged the seriousness of the
situation and agreed to take action. Subsequently,
together with colleagues from all 14 universities in
the Netherlands, we wrote a letter to the Council
of University Presidents, SURF, UNL, KNAW,

and NOW, asking for their assistance in jointly
strengthening the collective digital autonomy of
Dutch universities.

Much has happened since then. UNL has embraced
the idea and established a committee to strengthen
the digital autonomy of Dutch universities.
Reducing digital dependencies will not be free from
challenges. However, the energy and willpower are
there to make this a success.

With this paper, we aim to provide a solid
substantive basis for the plan to continue working
together on a collective digital autonomy. We

hope that this paper contributes to securing broad
support for the major changes needed within our
digital infrastructure to safeguard the public values
that universities stand for.

José van Dijck & Albert Meijer

José van Dijck is Professor of Media and Digital
Society at Utrecht University. Her research focuses
of the impact of media technologies and tech
companies on digital culture. In 2021 she was
awarded the prestigious Spinoza Prize by the
National Science Council (NWO).

Albert Meijer is Professor of Public Management
and Innovation at Utrecht University. He conducts
research on digitization and innovation in the
public sector. In addition, he is Editor in Chief of the
scientific journal Information Polity and Chair of the
City of Rotterdam’s Advisory Board on Algorithms.

We would like to thank the following critical readers
and reviewers for their essential contributions to
this paper: Corno Vromans (SURF), Jan-Paul van
Staalduinen (IT-UU), Karin van Es (10S-UU), Paul
van Vulpen (UvA-UU), Darco Janssen (UNL), Shirley
Kempeneer (UU), and Constant van der Putten
(10S-UU).

Find more information at uu.nl/ios.

Introduction

Digital infrastructures have penetrated
into the hearts of universities, affecting
not only education and research but also all
administrative, supporting, and communicative
processes. From providing online education
to collecting and managing large data sets for
research, universities have become increasingly
dependent on a small group of American tech
companies for digital (cloud) services and
infrastructures. Most Dutch universities use
Microsoft as their primary supplier, while
a few (such as the University of Groningen)
rely heavily on Google." Increasingly, these
digital systems are at odds with the core
academic values of Dutch higher education and
research, such as academic freedom, knowledge
security, and data integrity. They also conflict
with broader public values like the right to
privacy, security, and transparency. This
strong dependence is problematic for society
at large, as universities aim to produce reliable
knowledge used across the economy and to
contribute independent perspectives to public
debates (Institute for Information Law, 2025;
Stahl, 2025). Universities also educate future
generations of knowledge workers who will
go on to occupy key positions in society; the
internalization of proprietary digital products
into students’ habits during their academic
training therefore has potentially dangerous
long-term effects.

In recent years, we have witnessed the
privatization and centralization of digital
ecosystems that support all users of digital
technologies worldwide. As a result, Dutch
universities are caught in a web of services
provided by large companies such as Microsoft,
Google, and Amazon (‘big tech’) and also
by smaller monopolists, such as education
technology (‘edtech’) providers, who in turn
are also dependent on large companies (Van
Vulpen, 2025; Kerssens & Van Dijck, 2022).

The rapid rise of Al tools and the enormous
investments associated with them increase the
centralized power of big tech suppliers as well

as the dependence on their infrastructures,
especially since many tools are often unnoticeably
embedded in software. At the same time, we

see that the behavior of these companies is
increasingly driven by (unpredictable) political
interventions, particularly in the United States.
Given these recent geopolitical, technological, and
societal changes, it is important to take a critical
and careful look at the many forms of digital
dependence of universities and to explore ways to
safeguard academic and public (core) values. This
is why we have formulated the following research
question: How can Dutch universities strengthen
their digital autonomy? To answer this question,
this paper addresses a range of issues such as:
What is digital autonomy? What are the risks
associated with digital dependence, and how can
they be mitigated? How can universities achieve
greater autonomy by working together?

1 In this paper, we limit ourselves to American tech companies because they are by far the most dominant.
Of course, there are also Chinese tech companies active in Europe, but they are currently less relevant to universities.
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Shaping digital autonomy is not just about
administrative decisions that propose a different
course of action, but also about ensuring that
these proposed changes are supported at all levels
of the university institution. With this 10S Think
Paper, we wish to appeal to academic readers
both in terms of their substantive interest and
their personal involvement. Firstly, as experts
interested in complex socio-technical and
societal change processes, we outline the need
for the digital autonomy of universities, based
on insights from various disciplines, and thereby
present a justification for collective investment
in digital autonomy. Secondly, we map out a
practical path for this complex transformation.
In doing so, we address readers as members of an
academic community who jointly use, develop,
and manage digital tools and systems, including
all employees who are involved in the digital
facilities of Dutch universities as support staff, IT
developers, and (system) administrators.

Below, we first discuss what is problematic
about the dependence of universities on big tech
digital infrastructures, what digital autonomy of
universities means exactly, and how this relates
to related concepts such as digital sovereignty
and independence (Chapter 2). Next, we address
the question of why collective digital autonomy
for universities has become such a prominent
issue in recent years and how it is driving change
across the sector as a whole (Chapter 3). We
then place this change in a broader perspective
by characterizing it as a transition task and

draw lessons from the literature on transitions
(Chapter 4). Next, we take a more concrete look
at what is needed from a transition perspective
to achieve the digital autonomy of Dutch
universities through a broad set of strategic and
concrete actions (Chapter 5). We conclude with a
reflection on the questions: 1) Who can do what
to further the transition towards a collective
digital autonomy; and 2) How does this transition
at universities relate to the entire education
sector and other (public) sectors, not only in the
Netherlands but also within Europe (Chapter 6)?
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Increasingly, these digital systems
are at odds with the core academic
values of Dutch higher education

and research, such as academic
freedom, knowledge security, and
data integrity. They also conflict with
broader public values like the right to
privacy, security, and transparency.
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What does a ‘collective
digital autonomy’ of

universities entail?

THE CHALLENGES OF UNIVERSITY
DEPENDENCE ON BIG TECH DIGITAL
INFRASTRUCTURES

Universities have become completely de-
pendent on digital technologies for all of their
processes. Information and communication
technologies (ICT) have become facilities with
great strategic significance; ICT is at the heart
of scientific and operational processes and
forms part of the vital infrastructure of every
university. Universities need high-quality ICT,
but these systems are so complex and their
development is so expensive, that universi-
ties cannot develop and manage these systems
themselves. Consequently, ICT must be pur-
chased, increasingly as digital services rather
than as products. However, with large-scale
purchasing, universities have also begun to lose
control over the infrastructure, making them
dependent on the (architectural) choices of tech
companies.

In recent years, various studies have shown
how problematic the growing dependence on tech
companies is. Scientists and political analysts
refer to this as ‘digital feudalism’ (Passchier,
2024), ‘data colonialism’ (Couldry & Mejias,
2024) or a ‘tech coup’ (Schaake, 2023) to indicate
the extent to which the center of power in our
digital society has increasingly shifted to large
(American and partly Chinese) tech companies.
In the debate about dependence on large tech
companies, it is particularly important for

governments to ask what exactly is problematic:
Is it their country of origin (US, China) or the

fact that they are non-European and therefore
difficult to regulate (geopolitical-legal perspective)
(Bradford, 2023)? That they are market players
with closed digital systems (political-economic
perspective) (Passchier, 2024)? Or that they

are ‘big’ and therefore have too much market
power (legal-governance perspective) (Gerbrandy
& Phoa, 2023)? The problem of digital power
concentration touches on all three of these
perspectives, but since January 2025, with the
inauguration of the Trump II administration,

the geopolitical perspective has come to the fore
and governments have become more focused on
it.2 After all, dependence entails major risks, not
only in terms of security and trade conflicts, but
also with regard to market mechanisms: vendor
lock-in, price increases, lack of transparency, and
difficulties in switching to other suppliers.3

For the implementation of their educational,
research, and organizational-administrative
processes, Dutch universities have become highly
dependent on the digital infrastructures of a few
large technology companies, notably Microsoft,
Google, and Amazon, and to a lesser extent Oracle
and Adobe.* Like governments, universities and
other public institutions need to consider the risks
associated with their dependence on proprietary
digital infrastructures. Universities have a par-
ticular responsibility for the quality, independ-
ence, and security of knowledge production and
dissemination and thus need guardrails against,

2 For example, when the European Commission imposed a fine on Google in September 2025 for violating competition rules relating to online
advertising, Trump immediately threatened to increase trade tariffs. See: https://nos.nl/artikel/2581342-europese-commissie-legt-google-
miljardenboete-op-trump-dreigt-eu-met-sancties.

3 Over the past year, there have been an increasing number of warning reports about the risks of digital dependence of governments and
ministries on (big tech) companies. See, for example, the reports by the Netherlands Court of Audit (2025) and the Netherlands Bureau
for Economic Policy Analysis (2024).

4 Apple and Meta are generally considered to be among the major tech companies, but they play a relatively minor role for universities.

In addition, a number of niche players (edtech) play a role in the dependence of universities, such as specialized companies like Turnitin
(plagiarism detection), Osiris (student information systems), D2L (Learning Management Systems), and VMware (virtualization).
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for example, misinformation and threats to the
reliability of scientific sources. Therefore, it is
important that universities are able to function
independently from (geo)political, commercial,
or other interests. Digital autonomy is a precondi-
tion for universities to be able to fulfill their legal,
public role, and to safeguard academic (core)
values, such as academic freedom, scientific in-
tegrity, transparency, and responsibility, as well
as more general public values such as justice and
the human dignity.

DEFINING DIGITAL AUTONOMY
FOR UNIVERSITIES

What exactly do we mean by ‘digital autono-
my’? And how does this term differ from related
concepts such as ‘digital sovereignty’ and ‘inde-
pendence’? In this chapter, we make a deliberate

choice for one clear term that we subsequently
use when discussing Dutch universities. We will
define the most relevant terms to clarify the simi-
larities and differences.

Digital autonomy is the ability to make your
own choices in the digital domain. It commonly
pertains to institutions, professionals, and
individuals. It means having control over the
design of your own digital infrastructures and
control over how your own data is (or may be)
processed, where it is stored, and who has access
to it and at what cost (see also Stahl, 2025).

This autonomy can be limited by, among other
things, monetary contractual ties to companies,
dependence on being given access to and control
over data, and restrictions on the ability to adapt
digital services to one’s own situation. A crucial
part of digital autonomy is the know-how to

Collective digital autonomy
entails the ability of universities
to take control of their digital
environment, in close collabo-
ration with other universities.

identify, understand, further develop, and apply
alternatives to the digital products and services
offered by big tech.

Digital autonomy and digital sovereignty are
often used interchangeably. Sovereignty refers
to the ability to make independent decisions
and take action on essential digital aspects
of the economy, society, and democracy, and
therefore mainly concerns state actors (such
as governments).® For example, in a recent
report by the Netherlands Court of Audit (2025,
p. 52), the government-wide cloud policy is
described as ‘worrying’ because the current lack
of cooperation between the various government
agencies jeopardizes the ‘sovereignty of the
State’. Since we are not concerned with this
broader issue of State sovereignty, we prefer the
term digital autonomy for universities.” Moreover,
the word ‘sovereign’ suggests limitations to
sharing technologies, whereas universities
should be concerned with exchanging technology
between actors with shared values.

Digital independence means that institutional
actors are not dependent, or only to a very limited
extent, on external parties such as companies
or foreign powers for making decisions about
the technical design of their own digital
environments. Independence focuses on the
nature of external influence: independent from
whom or what? Often, the answer is: from the

digital services of big tech corporations. Digital
autonomy, on the other hand, does not focus on
external influence but on internal agency, i.e.,
on the ability to function independently.

In order to operate independently, autono-
mously, and securely, universities must become
more resilient. Digital resilience means that an
institution’s ICT system can adapt quickly to
changing circumstances, that the system can still
function at a minimally necessary level in adverse
or threatening situations (e.g. system shutdowns,
cyber attacks), and that it can recover quickly if
the system is disrupted (TNO, 2025). The concept
of ‘resilience’ therefore focuses on the threat,
while digital autonomy emphasizes the opportu-
nities.

Being autonomous is complex and demand-
ing, and therefore cannot be achieved by one
university alone. However, by working together,
Dutch universities can guide the development
and procurement of technology that contributes
to strengthening digital autonomy. Universities
must therefore collaborate in their pursuit of con-
trol over digital services. Although scientists work
at different institutions that sometimes compete
with each other, it is important that they make
joint decisions on matters such as digital infra-
structure.®? We call this collective digital autonomy
and define it as follows:

6 This definition of digital sovereignty is used by the Netherlands Court of Audit (2025) and is based on the work of Moerel and Timmers (2020).

5 There is a whole debate to be had about which values are precisely academic core values and which are public values. That is beyond the
scope of this paper. However, we would like to point out three important frames of reference from the academic world that we rely on:
1) SURF's Values Compass emphasizes public values such as justice, autonomy, and humanity (see: https://www.surf.nl/en/themas/public-
values/values-compass); 2) The Contact Point for Knowledge Security (Loket Kennisveiligheid) states that the core academic values are
academic freedom, scientific integrity, and open science (see: https://www.loketkennisveiligheid.nl/risicos-kennen-en-beperken/academische-
kernwaarden). Open Science values place demands on, among other things, the accessibility, transparency, and verifiability of scientific
knowledge (see: UNESCO Recommendation on Open Science, https://unesdoc.unesco.org/ark:/48223/pf0000379949); 3) The Netherlands
Code of Conduct for Research Integrity establishes core academic values such as honesty, diligence, transparency, independence, and
responsibility as central principles (see: https://www.nwo.nl/en/netherlands-code-of-conduct-for-research-integrity).
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Sovereignty mainly relates to state actors, such as national governments and the European Union, which means that the concept is not always
easy to explain in clear terms. For example, the Netherlands cannot pursue full digital sovereignty because a number of responsibilities have
been transferred to the EU, such as legislation and regulations concerning privacy (GDPR) and the regulation of Al (EU Al Act).

Institute for Information Law (2023) for an alternative choice: they use the term ‘digital sovereignty’ in their analysis of universities’ digital
dependencies.

When it comes to the concept of digital autonomy, at least three levels of actors can be distinguished: the individual or professional level

(e.g. the student or teacher), the organizational level (e.g. the university or institution), and the collective level (e.g. the sector or collaborating
institutions within the entire education system). These levels are not contradictory, but rather overlap. In this paper, we focus primarily on the
third collective level.
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Collective digital autonomy entails

the ability of universities to take control
of their digital environment, in close
collaboration with other universities,

so that:

- universities can shape their own digital
environments and infrastructures, giving
them freedom of choice and control over
software, Al, data, and systems;

- universities can support and facilitate
work processes, based on the public
values and core academic values that
universities pursue and safeguard; and

- universities can make their digital
environments secure, robust,
and resilient, without undesirable
dependencies on external parties.

THE CHOICE FOR THE TERM ‘COLLECTIVE
DIGITAL AUTONOMY’ TO FURTHER
THIS DISCUSSION

Because collective digital autonomy embodies
the digital capabilities we find important for
universities now and in the future, we choose
this as the most appropriate term with which
to continue the discussion. Collective digital
autonomy can only be achieved when Dutch
universities adopt a joint strategy and digital
architecture that is anchored in shared academic

and public values. Sometimes this will mean that
adegree of ‘individual’ autonomy will have to

be sacrificed in favor of that collectivity. Yet it is
important that Dutch universities act as a single
collaborative institution in dealing with major
cloud service providers when setting frameworks,
applying rules and (open) standards, agreeing on
(and testing) exit procedures, mitigating risks,
and strengthening their position in relation to
suppliers. More on this in Chapter 5.

The need to work together is growing, not
only in view of geopolitical relations (e.g. the EU’s
relationships with the US and China), but also
because rapid technological transitions have a
substantial impact on the structure of society and
its (open) institutions (Sharon & Gellert, 2023).
Consider, for example, the rise of Al models. We
do not know what data the models have been
trained on, and whether they meet the necessary
legal compliance requirements regarding data
security and data accessibility. From a business
perspective, there are concerns about vendor
lock-in, loss of control over digital infrastructures
and data, loss of intellectual property, and
fears of undesirable influence from commercial
parties and some governments (Passchier,

2024). In short, various societal, political, and
technological developments call for reflection

on the collective digital autonomy of Dutch
universities. In the next chapter, we will present
amore elaborate answer to the question of why it
is so important for universities to strengthen this
digital autonomy.
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Digital autonomy is a precondi-
tion for universities to be able

to fulfill their legal, public role,
and to safequard academic (core)
values, such as academic freedom,
scientific integrity, transparency),
and responsibility, as well as more
general public values such as jus-
tice and the human dignity.
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Why is collective digital
autonomy essential for

universities?

Digital infrastructures — broadly defined
as infrastructures, platforms, and software
- have moved to the heart of society over the
past two decades: not only businesses, but a
range of government sectors and institutions
have outsourced their data traffic to cloud-
driven hardware and software from companies
such as Microsoft, Google, Amazon, and Apple.
Universities have fully participated in this
outsourcing; in recent years, they have pursued
a ‘commercial cloud first’ policy, with the
result that much technical knowledge about
self-hosting applications has disappeared. Such
in-house technical expertise has often yielded
to the ability to configure cloud environments
from big tech suppliers. The major cloud
providers are Microsoft (Azure), Google (Cloud),
and Amazon (AWS), but smaller software
providers also run on the cloud infrastructure
of these big three. Even a large European player
such as SAP, a supplier of business software,
currently only offers its services in the three
American flavors in terms of infrastructure.
As a result, Dutch universities are becoming
increasingly dependent on big tech’s software,
platforms, and infrastructures that are provided
online as ‘services’ rather than products (see
text box ‘IaaS, PaaS, and SaaS’).

IaaS, PaaS, and SaaS are linked: Microsoft’s
SaasS services, for example, are integrated into
infrastructure and platform services, creating a
vertical stack. The extensive bundling of service
levels, which leads to ‘path dependency’ on a
single provider, offers a number of advantages
such as ease of use, cost efficiency, and security.
The latter in particular is a frequently heard
argument for outsourcing, because each
individual software product must meet the
highest security requirements and comply with
laws and regulations, for example in the area
of privacy protection (GDPR). But outsourcing
also has disadvantages for the purchasing
organization, such as vendor lock-in without
an agreed exit procedure, which limits freedom
of choice in software and gives little control
over data. Contract provisions often impose
restrictions on how digital facilities can be used.
These contracts are often of long duration (5-15
years), usually following a mandatory European
public procurement procedure, in which the bar
is often set so high that it is difficult for smaller
companies and public parties to participate; it
is also not permitted to exclude non-European
suppliers. Once an academic community has
become accustomed to a system, it is costly to
switch, both financially and in terms of user
convenience and habits.
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laasS, PaaS and Saas

To understand how digitization leads to
reduced autonomy for organizations, it is
important to explain the increasing integration
of systems into a ‘service structure’. A
distinction is made between laaS, Paas, and
SaaS. The definitions we present are taken from
the report by the Netherlands Court of Audit
(2025) and are based on NIST standards.?

laaS (Infrastructure as a Service) is the
provision of processing, storage, network,

and other fundamental computing resources,
whereby the customer can implement and run
any software, including operating systems and
applications. The customer does not manage
or control the underlying cloud infrastructure,
but has control over operating systems,
storage, and implemented applications - and
possibly limited control over certain network
components (e.g. host firewalls).

Paas (Platform as a Service) is a service
model in which the customer can implement
applications created or purchased by them on
the cloud infrastructure using programming
languages, libraries, services, and tools
supported by the provider. The customer does
not manage or control the underlying cloud
infrastructure, including network, servers,
operating systems, or storage.

SaaS (Software as a Service) is a type of
service model in which the customer can use
the provider's applications that run on a cloud
infrastructure. The applications are accessible
from various client devices via an interface,
such as a web browser (e.g. web-based email).
The customer does not manage or control
the underlying cloud infrastructure, including
network, servers, operating systems, storage,
or even individual application capabilities, with
the possible exception of limited user-specific
application configuration settings.

Another problem is that suppliers use closed
protocols, while they continue to expand their
functionalities and automatically integrate them
into their systems. The bundling of services and
platforms (and the linking of data to software)
in a corporate ‘stack’ ensures far-reaching
integration of an increasing number of different
functions into ‘proprietary’ search engines,
app stores, Large Language Models (LLMs),
chatbots, and so on. For example, generative Al
bots such as Copilot are rapidly being integrated
into all Microsoft 365 software. However, the
databases used to train these LLMs, as well
as the algorithms used to train them, are not
transparent. In 2024, SURF conducted a Data
Privacy Impact Assessment (DPIA) on Copilot on
behalf of all universities and warned universities
not to use this tool for the time being due to
privacy risks.' Once institutions have invested
in SaaS services from, for example, Microsoft or
Google, they are not inclined to invest in other
(e.g. open source) software or middleware,
due to the need for additional support on top
of the license costs they have already paid for
commercial services.

In short, the substantial outsourcing
of services such as SaaS and PaaS leads to
questionable concentrations of power over
knowledge production and dissemination (Van
Dijck et al., 2019). After all, software is not just
a product or service, but a set of rules laid down
in programming code that largely determines
what users can and cannot do. Code is law, as
lawyer Lawrence Lessig wrote back in 1999. And
although this book was published quite some
time ago, its relevance is only increasing with
the rapid development of artificial intelligence
(AI). Alarge part of research activity has become
dependent on big tech companies which control
data flows through their hyperscalers (giga data
centers). A recent report by the Rathenau Institute
(2025) distinguishes three ways in which big tech
companies increase and expand their position: 1)
self-reinforcing effects, i.e., the network, scale,
and learning effects that result in a ‘winner
takes all’ outcome; 2) means of power such as
financial resources, computing power, data, and
technological expertise; and 3) strategies that
promote competitiveness, such as horizontal
and vertical integration of services, but also by

After all, software is not just

a product or service, but a set of
rules laid down in programming
code that largely determines
what users can and cannot do.

9 The National Institute for Standards and Technology (NIST) is a scientific institution under the US federal government.
NIST is committed to standardization in science, such as defining units. https://www.nist.gov/.

10 A Data Protection Impact Assessment (DPIA) is a tool for identifying the privacy risks of data processing in advance. For the SURF DPIA,
see also: https://www.surf.nl/en/news/surf-advises-not-to-use-microsoft-365-copilot-for-the-time-being-due-to-privacy-risks.
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shielding access to data and the use of political
(lobbying) power. These practices have ensured
that the dominant position of a small group

of very large companies has continued to gain
strength in recent years, despite various forms of
legislation and regulation.

What does this mean for the digital autonomy
of Dutch universities? Over the past ten years,
universities have each made their own choices
regarding outsourcing, which has greatly
increased their dependence on the services of a
few companies (especially Microsoft and Google)
(Fiebig et al., 2023). The outsourcing process
has a fundamentally different meaning for
digital services than it has for other goods, such
as office furniture or cleaning. Digital services
and the way they are organized have an impact
on the content and quality of education and
research. This concerns not only ‘hard’ digital
infrastructure, such as data centers and networks
that process data flows, but also facilities and

applications that enable research to be carried out
(e.g. data analysis software), provide education
(e.g. Learning Management Systems), and provide
the academic community with information and
communication tools (e.g. video conferencing and
email) that are necessary for work processes to
run smoothly. In other words, digital technology
affects the core processes of universities
(research, education, and administration) and
thus goes much further than other support
services. And it is precisely the impact on core
processes that causes great concern now that
digitization has been largely entrusted to big tech
companies."

The concerns about the consequences of
the loss of digital autonomy mainly relate to
the current geopolitical situation in which
European public values and core academic
values are becoming subordinate to American
(especially its commercial and political) interests.
American tech companies operating in Europe

Digital technology affects the core
processes of universities (research,
education, and administration)
and thus goes much further

than other support services.

must, of course, comply with current legislation
regarding privacy, public access, and intellectual
property. But ultimately, these companies are
subject to American jurisdiction (in particular
the Cloud Act), which creates uncertainty about
who has control over data management. The
discontinuation of Microsoft’s email service to
the International Criminal Court (ICC), following
pressure from the US government in response

to the decision to prosecute Israeli President
Netanyahu, has once again exposed this risk."
Thus, university dependence on proprietary
infrastructures can pose direct threats to public
values. For example, there is debate at several
Dutch universities about the protection of the
privacy of students and staff when using digital
systems and platforms in education. When TU
Delft switched to Microsoft’s email services

for security reasons, the board faced critical
questions from their works councils: How exactly
is student and staff data protected? What does
Microsoft do with this data?'

Digital dependence on American tech
companies also raises concerns about core
academic values. Recently, we have seen
particular concern being expressed about
academic freedom — specifically about ensuring
that scientists are free to conduct research,
publish their findings, and teach.™ In the US,
databases containing important information
about global warming and climate justice are
being deleted." In this way, the government
is deliberately damaging climate change

research. This has also led to concern among
Dutch researchers because US-government
interventions hinder global research into this
issue. After all, universities must be able to
operate independently, free from imposed
political, religious, biased ideological, or
commercial influence.

For universities, the values that may be
threatened by a loss of digital autonomy concern
academic and public values that relate, on the one
hand, to their function as producers of knowledge
(such as independence and scientific integrity)
and, on the other hand, to education (such as
inclusivity and human dignity) and institutional
governance (such as privacy and legal protection).
Two recent examples show that public and
academic core values are at stake when it comes
to fundamental choices for digital systems —
systems that are used for education, research, and
administrative processes. In the case of the email
services at TU Delft, for example, it was a matter
of weighing security against privacy; in the case
of climate research, researchers have to trade off
(data) security against scientific integrity. The
greater importance of these values for democracy
and the rule of law is significant, so we must
protect them not only at the level of specific
academic communities, but at the institutional
level. This does not mean that Dutch universities
must weigh all values in the same way and with
the same outcome. However, an academic and
public values framework does offer a common
language for a dialogue on the digitization of

12 The International Criminal Court (ICC) has now terminated Microsoft's services and switched to an open source system (Open Desk) supplied
by the German public organization Zendis. See NRC report: https://www.nrc.nl/nieuws/2025/11/04/internationaal-strafhof-dumpt-microsoft-en-
kiest-voor-europees-alternatief-a4911821. It has also been announced that ICC judges are personally barred from using digital services provided
by American companies; see, for example, the account of French ICC judge Nicolas Guillou: https://www.nrc.nl/nieuws/2025/11/21/leestip-voor-
de-lunch-icc-rechter-vertelt-over-effect-amerikaanse-sancties-a4913249.

11 Since February 2025, US President Trump has been putting pressure on the Transatlantic Data Privacy Framework. This agreement 13 See: https://delta.tudelft.nl/en/article/what-you-need-know-about-storage-your-tu-delft-emails.
enables European governments and companies to legally transfer personal data to the US, for example when using cloud solutions. 14 See: KNAW report (2021), Over betekenis en grenzen van academische vrijheid: https://www.knaw.nl/publicaties/academische-vrijheid-nederland.
See: https://berthub.eu/articles/posts/maar-is-het-legaal-om-persoonsgegevens-in-de-us-cloud-te-zetten/. 15 See: https://www.npr.org/2025/08/08/nx-s1-5495338/climate-change-environment-websites-trump.
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higher education (see endnote 4). Core values
such as those mentioned above provide guidance
when making these choices, especially in times of
upheaval, dilemmas, or transition. Such a values-
based framework forms the basis for democratic
discussion, which must be transparent and should
ultimately lead to joint decisions within a public
infrastructure (Mazzucato et al., 2024).

Avalues-based framework is a first step
towards elevating the pursuit of collective digital
autonomy from the organizational level of a
single university to the sectoral (or institutional)
level of all Dutch universities. In the complex
landscape of digitalization with unequal power
relations, a single university cannot achieve
autonomy in isolation from others; only united as
a collective do universities have the knowledge,
the will (policy), and sufficient financial,
technological, and human resources to pursue
autonomy at the level of IaaS, PaaS, and SaaS.
But collective digital autonomy means more
than establishing a shared value framework; if
institutions want to jointly control their digital
environment, they will have to strengthen and
complement each other, instead of each signing
contracts with big tech or finding alternatives
on their own. The rapid development of Al in
particular is forcing the sector to develop joint
alternatives and (contract) strategies. To this
end, the sector should jointly set a clear goal,
for example by developing a widely supported
capability model of functionalities that are most

decisive for autonomy (e.g. identity management,
data storage, scheduling, etc.) and how to act on
them within an agreed upon time frame.

Reclaiming control over digital autonomy is
an urgent task for collaborating universities and
the education sector as a whole; we are facing
an enormous challenge that will take years
to successfully address and which will not be
easy. It will involve technical as well as societal
interventions — some immediate and others
long-term — that will require strengthening
cooperation and conducting a variety of
experiments. How can universities navigate this
array of possibilities? To answer this question,
in the next chapter we describe the movement
toward greater digital autonomy as a transition
challenge.
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If institutions want to jointly control
their digital environment, they will
have to strengthen and complement
each other, instead of each signing
contracts with big tech or finding
alternatives on their own.
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What is needed to shape the
transition to collective

digital autonomy?

While discussions about digital autonomy
often focus on precise technical questions —
such as how to design ID authentication, how to
organize cloud storage, and how to streamline
links between different services — ultimately,
it is about a broader process of social
transformation. Reducing digital dependence
on big tech systems and building digital
autonomy through alternative systems requires
adjustments at all levels. This is far from easy.
Users will have to get used to systems that
work differently and which may therefore be
perceived as less user-friendly. IT departments
will have to work with broad user communities
and (co-)develop systems instead of following
guidelines from a company.'® Universities
will have to adapt their funding models; more
investment will probably be needed in the
development and support of (open source)
software, platforms, and infrastructure, and in
building knowledge and expertise to make use
of all the (open source) possibilities already
available. And during the transition, all systems
must continue to run as usual, because the work
processes of universities cannot be paused.
Furthermore, markets keep evolving during
such a transition. Commercial tech suppliers
will do everything they can to maintain their
dominant position, such as offering customers
a minimum level of control and freedom
of choice so as to meet universities’ basic
values-driven requirements, in order to keep
dependency in place.

To understand how digital autonomy can
be achieved, we must look not only at the
technological alternatives to commercial digital
infrastructures (‘Is there an alternative to
Outlook?”), but also at the broader question of
how universities can achieve a digital transition
(‘How do we ensure the expertise and broad
support within the organization for the use of a
different email program?’). Insights developed
from transition studies can be used for this
purpose, and we would like to present four
important insights in particular: 1) a transition
requires both the construction of a new,
preferred situation and the dismantling of an old,
unfavorable situation; 2) a transition involves
a coherent set of interventions at the micro,
meso, and macro levels; 3) a transition takes
shape through small, meaningful steps; and 4) a
transition needs a mission to give direction to a
range of different experiments and interventions.
These four insights were developed specifically
for the sustainability transition, but, as we will
show, the broad principles can certainly be
translated to the digital transition.

The first insight is that a transition
requires both the creation of a new, preferred
situation and the dismantling of an old,
unfavorable situation; this process involves
several steps: experimentation, acceleration,
institutionalization, and ultimately stabilization
(Hebinck et al., 2022)."7 This trajectory is certainly
relevant to the digital transition; it highlights
that careful consideration must be given to how

16 See, for instance, Bert Hubert, Manifest Big Tech Alternatieven, https://berthub.eu/articles/posts/manifest-big-tech-alternatieven/.
17 This theory is mainly derived from the work of Derk Loorback, Jan Rotmans, and colleagues at the Dutch Research Institute for Transitions
(DRIFT). DRIFT's X-curve shows that a transition involves both phasing out old practices and building new ones (Hebinck et al., 2022).
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proven small-scale practices can be scaled up and
ultimately be embedded in all universities. This
requires a shared vision and courage on the part
of administrators, and may sometimes involve
sacrificing some of an institution’s autonomy

for the benefit of the collective. It is important to
involve the university community in this process,
even while knowing that it will not always run
smoothly; many employees will prioritize the
ease of use of familiar software products over the
sometimes messy context of digital services that
are not (yet) fully interoperable. In navigating
these two trajectories, the greater goal (collective
digital autonomy) must be the guiding principle.

The second insight — a transition involves
a coherent set of interventions at the micro,
meso, and macro levels — stresses that we
need to understand transitions as connected
developments at all three levels (Geels, 2002).
At the micro level (the ‘niches’ or places where
experiments can take place), the focus is on the
development of radical innovations, such as new
ways of user authentication (e.g. Edu-ID), but
also responsible Large Language Models for the
development of generative Al (e.g. GPT-NL).
At the meso level (system regimes), stability is
created for existing technology development.
Currently, Microsoft in particular offers a

In the transition to digital autonomy
it is important to carefully consider,
and then to collectively identify, small
steps that yield small gains but at the
same time pave the way for larger

great deal of stability, but when other system
regimes are chosen — for example, open source
software — a new set of actors is involved." This

concerns both ICT support within universities and

collaborations with companies that support open
source. Stability must be reshaped at this level,
and the management, maintenance, and support
of software are a particular challenge in this
regard. Finally, there is the macro level, which
concerns slowly changing external factors. The
transition to digital autonomy may involve legal
regulations, for example changes concerning the
use of Al applications in education and research,
but also a shift towards an ‘organisational
culture’ in which the development of digital
facilities is considered a valuable aspect of
academic work. In other words, ‘niches’ should
not remain marginal alternatives, but should

be able to develop into fully-fledged links in

a system; instead of a few employees who like

to play around with open source software, the
focus should be on a gradual transition to jointly
supported systems in the sector as a whole.

The third insight — that a major transition
takes shape through small, meaningful
steps — places these incremental changes
within the framework of a larger transition
(Termeer & Dewulf, 2019). This requires the
following steps: 1) identifying ‘small wins’ that
contribute to the desired change in a small and

knowledge about these ‘small wins’ is fed back
to policymakers so that new ‘small wins’ can be
scaled up and implemented more broadly. It is
important that small steps help to strengthen
support for the transition and do not cause

user resistance to new systems." Universities
are experimenting with various open source
applications that will hopefully lead to broader
deployment (see box ‘Examples of shared open
source applications: NextCloud, R, and JASP’).
It should be noted that not all steps will be
successful and that a process of trial and error is
also part of the transition.

The fourth insight — a transition requires
a mission to give direction to the entire range
of different experiments and interventions
— borrows from the work of British-Italian
economist Mariana Mazzucato (2018). She
emphasizes that transitions cannot be centrally
controlled like a project or program, because it is
precisely the input, creativity, and involvement of
diverse groups and individuals that is important.
This mission should be concrete rather than
abstract — for example, ‘each student should
qualify for specific basic digital literacy skills’
rather than ‘we want better education for young
people’. A classic example of a mission is John
F. Kennedy’s statement in 1961 that the US
would put a man on the moon before the end
of the decade. A more recent example is the the

transitions. A universal understanding
of what these small steps are, as well
as the relationship between small
steps and major changes, is crucial.

meaningful way; 2) analyzing whether these careful wording of the Sustainable Development
‘small wins’ actually activate a mechanism that Goals, adopted in 2015 by the United Nations.
leads to transformation; and 3) ensuring that For digital autonomy, as well, it is important to

18 Open source software is software for which the user has a license to study, modify, improve, distribute, or sell the source code.
The advantage of open source is that it prevents vendor lock-in and allows this software to be developed further collaboratively.

19 One example of this is the VNG Haven initiative: a standard for platform-independent cloud hosting. An application that works
on one Haven environment can be reused on all Haven environments. See: https://haven.commonground.nl/.
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Examples of shared open source applications: NextCloud, R, and JASP

Universities worldwide can make their solutions
available as open source, after which other
universities can use them. In line with the core
idea of the Open Science movement, they
thereby contribute to global collaboration and
collective digital autonomy.?® Open source
software contributes to the developmental
mission of universities and also offers financial
benefits (economies of scale) in the medium
term if open source solutions (especially if
they are free) can replace expensive software
licenses.

Since 2025, five Dutch universities united in
the NWO Gravitation Program Public Values

in the Algorithmic Society (AlgoSoc)?*' have
been participating in an experiment with
NextCloud, a German-based open source suite
of client-server software for creating and using
file hosting services (including file and data
management, and video calling). Supported by
SURF, which also carried out an extensive Data
Protection Impact Assessment (DPIA), some 70
researchers are testing this digital environment,
while optimizing it for other users. These tests

are being rolled out to other research groups
and students. In Germany, more than fifty
universities are already using this software,
which could eventually become an alternative to
Microsoft Office. Collaboration within Europe is
an obvious step.

Another example is the use of the programming
language R for statistical analyses (Giorgi,

2021). Until a few years ago, researchers were
dependent on software packages such as SPSS
for statistical calculations. R was developed

by researchers in New Zealand and made
available as open source. The program became
very popular among statistical researchers,
eliminating the need for (expensive) software
packages for statistical analyses.

The open source statistics software JASP,
created and maintained by the University of
Amsterdam (UvA), is also interesting in this
regard.? Furthermore, the UvA is experimenting
with UvA Al Chat, a self-developed chatbot that
allows students to experiment safely without
their data being shared.?

20 For information about the Open Science Movement, see: https://unu.edu/article/building-digital-

clearly indicate what Dutch universities want
to achieve and within what timeframe. At the
European level, digital autonomy is strongly
associated with stimulating the European
economy; for universities, autonomy is more
related to the independence of the public
sector. Can universities rely on secure public
digital infrastructures rather than on private
systems operated and controlled by (American)
companies? If the need for public digital
infrastructure is articulated precisely in the
form of a mission statement, it can help boost
the involvement of multiple actors at all levels
(Hekkert et al., 2020).

With these four insights, we can make the
following recommendations for shaping the
transition to collective digital autonomy at Dutch
universities, as a basis for working together:

* Reduce dependency on privately controlled,
undemocratic digital systems. This is a
necessary condition for creating space
for digital autonomy. Such transition will
bring along a certain degree of unrest and
uncertainty; nonetheless we must not shy
away from that inevitability.

+ Shape digital autonomy to meet the needs,
goals and public values of universities. This
will require careful coordination between
contextual factors (the sectoral landscape),
the university setting in which digital systems
are used and implemented (the regime), and
the concrete development of innovations,
driven by SURF (the niche), among others.

e Maintain momentum in the transition to
digital autonomy. For this to succeed, it is

the way for larger transitions. A universal
understanding of what these small steps are,
as well as the relationship between small steps
and major changes, is crucial.

» Create an overarching mission to give
direction to all the different experiments and
interventions. Dutch universities must jointly
indicate what exactly they want to achieve
with digital autonomy and within what
timeframe.

We have thus outlined the broader strategic
guidelines for shaping the movement toward
digital autonomy. How can these points be trans-
lated into concrete actions? Where can universi-
ties start? We will address these questions in the
next chapter.

infrastructure-through-open-source-and-its-possibilities.

21 For more information about the NWO Gravitation Program Public Values in the Algorithmic Society (AlgoSoc),
see: https://algosoc.org/. Also see: https://algosoc.org/results/hoe-blijven-universiteiten-baas-over-hun-
bestanden-in-de-cloud.

22 For more information about JASP, see: https://jasp-stats.org/info/.

23 For more information about UvA Al Chat, see: https://student.uva.nl/en/information/uva-ai-chat.

important to carefully consider, and then
to collectively identify, small steps that
yield small gains but at the same time pave
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What can Dutch universities
do together to strengthen
collective digital autonomy?

Digital autonomy is about control, not about
physical location. Control over digital services
can be exercised in a university’s own (publicly
funded) data center or in a or commercial one;
it can be exercised in a cloud (either public or
private), provided that specific conditions are
met. For a university to exploit its own data
center, it faces high costs for hardware, main-
tenance, personnel, energy, and security. For
many universities, this is not feasible or desira-
ble, especially if alternatives (such as European
cloud providers with open standards) can offer
the same autonomy. Taking control of digital
infrastructures is no small feat, particularly
because of the ways in which tech companies
have become entrenched in universities’ digital
infrastructures: downsizing or outphasing such
reliance is difficult. Corporate services (Saas,
Paa$, IaaS) are also highly intertwined, making
it challenging to become completely independ-
ent of corporate stacks.

Building one’s own stack of alternative IaaS,
PaaS, and SaaS is costly and requires considerable
time and expertise. Moreover, a digital ecosystem
only functions if the services are interoperable and
embraced by many users. The current ‘regimes’
(Geels, 2002) — i.e., the connections between mar-
ket (suppliers) and users, as well as usage patterns
and user expectations resulting from them — are
firmly entrenched in our academic institutions
and are not easy to change. A number of initia-
tives have recently been launched at national and
European levels to bring about a ‘regime shift’.
The first European hyperscalers, such as Stackit

and Open Telekom, offer a hopeful prospect

for infrastructural alternatives.? It is certainly
important to join initiatives that offer a medium-
term perspective.?s Nevertheless, universities
must be cautious about creating new dependen-
cies on European hyperscalers without mandating
value-based conditions in which their services are
anchored — values that can safeguard their digital
autonomy. Previous projects such as the European
Open Science Cloud (EOSC) and PubMed prove
that such transformations can be successful.?®

However, universities cannot wait for Europe
or the Dutch government to be ready; the sector
itself, organized in the Universities of the Nether-
lands (UNL), should take action.?” In order to give
substance to the pursuit of digital autonomy, we
advocate a collective strategy that leads to both
immediate joint actions with regard to digitiza-
tion processes (small wins) and joint investments
aimed at larger shifts. UNL administrators will
play a leading role in this, and the publicly funded
ICT cooperative SURF is an essential link in this
strategy (more about SURF in the box below).

The Dutch government and the Dutch Research
Council (NWO) can help universities steer towards
digital autonomy by articulating clear funding
conditions; NWO, for example, provides grants
for the development of digital infrastructure. In
addition to developing and implementing stra-
tegic processes, it is therefore very important for
universities to review procurement procedures
from the perspective of digital autonomy (Insti-
tute for Information Law, 2025).

24 Hyperscalers are technology companies that offer IT infrastructure and cloud services on a massive scale; they have the ability
to rapidly scale capacity up or down depending on demand. For Stackit, a European hyperscaler, see: https://www.stackit.de/en/.
For information about Open Telekom, see: https://www.open-telekom-cloud.com/en.
25 Aroadmap for European digital sovereignty has now been presented, focusing on a value-driven digital ecosystem led by the
public sectors (Rikap, 2025). For more information about Eurostack, see: https://eurostack.eu/.
26 The European Open Science Cloud (EOSC), a federated digital environment for research and innovation; PubMed is a freely
accessible search engine that searches the MEDIine database for references to scientific articles and books.
27 See also the Dutch digitization strategy, https://www.digitaleoverheid.nl/wp-content/uploads/sites/8/2025/07/108.201-NDS-publicatie_v19-WEB.pdf.
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SURF as an ICT cooperative

“SURF is the ICT cooperative of Dutch
education and research institutions. Its
members are the owners of SURF and they
join forces to develop or purchase the best
possible digital services, collaborate on
complex innovation issues, and develop and
share knowledge."?® SURF manages the only
supercomputer for higher education (the
Snellius in Amsterdam) and is a developer
and supplier of middleware and platform
services. With its range of services for
identity and access management (edulD,
SURFconext), security (eduVPN), network
connectivity (eduroam), storage and data
management (SURFdrive, SURF filesender,
Yoda hosting), educational certification
(edubadges), computing capacity (HPC
cloud, Jupiter), and joint procurement,
SURF has succeeded in making a range of
digital services available for education and
research.

SURF’s strength lies not only in its ability to
provide technical and organizational support for
collective digital autonomy with (open source)

software and services, but also in its direct access

to the users of its services, who are all members

of the cooperative. However, since more and more

universities have switched to commercial cloud
services, they are less inclined to also purchase

(open source-based) services from SURF, because

they would then be paying for services that are
already included in their Microsoft or Google
packages. An example: in 2019, SURF was well
on its way with the development of Jitsi, an
open source service for video calling. When the
COVID pandemic struck, Jitsi was immediately
stalled in favor of Microsoft Teams, Google
Meet, and applications such as Zoom, because
it could allegedly not compete in terms of user-
friendliness. The continuing development of
open source applications presents the collective
of Dutch universities with a dilemma: only if a
significant number of universities adopt their
services can these be further developed and
supported. The ‘values framework’ is not just a
theoretical negotiation process; shared values
must also lead to genuinely shared choices.

The ‘values framework’ is not just
a theoretical negotiation process;
shared values must also lead to
genuinely shared choices.

28 For more information about SURF, see: https://www.surf.nl/en/about.
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What steps can universities take together,
with the explicit support of SURF, to shape the
transition towards a collective digital autonomy?
Ultimately, universities must strive for an
alternative ecosystem of digital infrastructure
and services that the institutions and SURF can
manage and control together. To work towards
this desired goal, we propose six levels of action
that universities can take to move towards the
transition to collective digital autonomy.

1. Inorder to steer all activities that can contrib-
ute to strengthening the digital autonomy of
Dutch universities, it is important to articu-
late a clear mission. What does the desired
outcome of collective digital autonomy look
like? This involves questions such as whether
we want to achieve a vendor-neutral enter-
prise architecture, how different components
should be integrated, our views on technology
ownership, our approach to software develop-
ment, etc. A clear mission provides direction
for a joint assessment framework for all
universities based on core values that apply
to all parties — private and public, commercial
as well as in-house services.?

2. Inorder to accurately assess the current
situation, we must identify vulnerabilities
and opportunities, map out risks, and
highlight which valuable public services
need to be maintained or strengthened.
Securing data and infrastructure is a first step,
for example by guaranteeing safe havens for

the storage and management of research data.
Services that are still offered autonomously
at the various universities (e.g. self-hosted
email) must be protected from further
dismantling. The outsourcing to big tech

Saas services that is currently taking place
can be paused to prevent further increases in
dependency.

In parallel, it is important that universities
jointly determine their choices and priori-
ties with regard to new (alternative) ser-
vices, which they must test, implement, and
maintain. SURF and the collaborating CIOs of
universities can decide, based on their joint
mission, which meaningful small and medi-
um-sized steps need to be taken. Independent
identification and authentication manage-
ment (IAM) certainly deserves attention in this
regard, as the ID function provides access to
universities’ digital infrastructures. Many uni-
versities have outsourced their local identity
management to Microsoft or Google software,
while SURFConext provides a sector-wide

IAM layer on top of this that is linked to the
local system. The mission must also take into
account new Al technology such as chatbots.
SURF is currently developing an Al middleware
layer to keep options open for chatbots and
other Al applications (choice architecture), as
a counterpart to built-in chatbots in Google
and Microsoft packages. Finally, in order to
gain broad support, it is also very important to
pay close attention to user-friendliness.

29 The development of this framework can build on the insights gained from the tendering process for the Learning
Management System by Utrecht University. Procurement processes can be coordinated much more effectively

and carried out jointly or in close consultation.
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4. Inaddition to a sector-wide digitization

strategy, sector-wide governance of digital
architecture is also needed to focus on who
develops which services. Selected universities
can first experiment extensively with a few
open source learning environments and
applications before deploying them to multiple
institutions that would then commit to
implementation if proven successful. These
experiments involve a lot of work, such as
completing a DPIA and coordinating technical
support (see box ‘Examples of shared open-
source applications’). Once current contracts
have expired, universities can switch to
alternatives (open source and other solutions)
that have been thoroughly tested by SURF.
This implementation requires careful
coordination and guidance. Universities can
jointly design exit strategies to abandon
certain services in the medium- to long

term, once sufficient alternatives have been
developed.

. The next step in this strategy focuses on
broader sectoral cooperation within the
entire education sector. In addition to
universities, institutions of higher and
secondary vocational education (HBO and
MBO), as well as primary and secondary
education (PO and VO), are also grappling with
the same questions about how to strengthen
their digital autonomy. Given the complexity
of the issue, we advocate a step-by-step
growth model in which the focus is first on

coordination between Dutch universities and
then on establishing increasingly stronger
links with other sectors and institutions. SURF
and Kennisnet together form the technical
and sectoral backbone that connects the
institutions and ensures knowledge sharing.

. Adigitization strategy aimed at broader

cooperation with universities in Europe is
of great importance. Dutch universities are
already strongly represented in European
higher education networks, particularly

when it comes to digital infrastructures.3®

For example, the headquarters of Géant — an
organization that serves more than 10,000
institutions and 50 million users in higher
education in Europe — is located in the
Netherlands, which provides an excellent
basis for exchanging best practices and scaling
up open source and other initiatives.3' Dutch
universities can work with European partners
to find ways to make the autonomous services
that have been developed (including funding
models) sustainable in the medium term.
Collaborations between European universities
can certainly contribute to the goal of making
public digital infrastructure more robust and
secure.

In order to give substance to the
pursuit of digital autonomy, we
advocate a collective strateqy
that leads to both immediate
joint actions with regard to
digitization processes (small
wins) and joint investments
aimed at larger shifts.

30 A good example is the Open Cloud for Research Environments (OCRE) procedure, in which cloud providers are procured at the
European level, resulting in a catalog from which universities can choose. Unfortunately, experience shows that out of the range
of providers, there is a preference for big tech. See: https://clouds.geant.org/ocre-2024-catalogue/.

31 See Géant: https://about.geant.org/about/.
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Conclusions

This paper focuses on the question: How can
Dutch universities strengthen their collective digi-
tal autonomy? We have defined this concept and
shown how it is based on public and academic
values (including university core values); we
have then elaborated on why digital autonomy
is urgent for the sector and what steps it will
take to carry out this transition task in the
Netherlands. With increasing geopolitical ten-
sions, the urgency of this transition is growing,
and universities must use this momentum to
take significant steps toward digital autonomy
in the coming years. In order to shape this
complex transition process in the context of
open institutions, the involvement of actors on
at least three levels is crucial.

Firstly, administrators and institutional
leaders: Executive Boards, united in partnerships
such as Universities of the Netherlands (UNL),
but also institutions such as the Royal Academy of
Arts and Sciences (KNAW) and the Dutch Research
Council (NWO), will need to take visionary
leadership in this process. Without their guidance
and leadership, the sector will never achieve its
collective goal. In 2025, UNL took a first step by
organizing a committee for digital autonomy.32
SURF, as a supporter and provider of digital
services, is an essential link in this strategic
process.

Secondly, ICT developers and managers
responsible for university digital systems: An
important role in this process is also reserved
for the universities’ Chief Information Officers
(CIOs), who must act at their own universities as
well as collectively to implement the proposed
strategy. It is important that ICT departments
coordinate their efforts and learn from each
other’s experiences. Specific officials such as
enterprise architects, IT support staff, privacy
officers, and data security officers play an
important role in this. Cooperation with SURF
is essential to ensure the alignment of centrally
coordinated technical development and user
requirements at the various universities.

Thirdly, we recognize the importance of the
academic research and education community,
including support staff and students. A small
group of pioneers will be interested in co-
developing (and experimenting with) alternative
software and public information management
systems; it is important to involve users, not
only as tool testers and as a sounding board
for further development of functionalities and
user-friendliness, but also as forerunners for the
broader implementation of systems. Without the
enthusiasm of these pioneers, it will be difficult
to deploy a service across different groups:
early adopters, average users, and late adopters.
Students and support staff must definitely be
included in this process, as they are indispensable
for the deployment of services.

32 For more information, see the UNL website: https://www.universiteitenvannederland.nl/en/who-we-are.
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The objective outlined here — collective digital
autonomy for universities — is not self-evident
to everyone; therefore, sufficient attention must
be paid to presenting a compelling narrative
that clearly articulates the necessity and value
of digital autonomy. For many members of the
academic community, ease of use and efficiency
are the most important criteria for evaluating
a digital infrastructure, which must above all
be functional. As the transition process will
inevitably cause friction and inconvenience, it is
important to persistently explain the higher goal
being pursued here: that mission is to achieve
autonomy over public digital tools and systems,
rather than being ‘opposed’ to the digital tools
of certain (big tech) companies. This mission is
about creating freedom of choice and maintaining
control over our own data and data management.

If there is one sector in which a collective
process of experimentation, development,
testing, and implementation should be self-
evident and appealing, it is the universities of the
Netherlands. Unlike municipalities, ministries,
and other public organizations, for example, the
very raison d’étre of universities is partly based
on the core values of conducting independent
research, innovating, and developing knowledge.
We therefore see the pursuit of collective digital
autonomy as an obligation to the sector of higher
education and, hopefully, as an inspiration for
other (public) sectors.

Finally, this paper not only provides a
clarification of collective digital autonomy but
also serves as a call to action. We have outlined
the risks and difficulties, but we are convinced
that there are also great opportunities for Dutch
universities to reclaim their digital autonomy. We
already see excellent initiatives and opportunities
around us, and now we must work together to
help them grow. Together, we are capable of
shaping the digital infrastructures that safeguard
the public values that universities stand for. This
requires courage, a willingness to cooperate, and
perseverance. Only if we start collaborating right
now can we shape collective digital autonomy for
the future.
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With increasing geopolitical ten-
sions, the urgency of this transi-
tion is growing, and universities
must use this momentum to take

significant steps toward digital
autonomy in the coming years.
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